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March 19, 2015

Via ECFS

Marlene H. Dortch, Secretary

Federal Communications Commission
445 12th Street, S.W.

Washington, D.C. 20554

Re:  NOTICE OF EX PARTE PRESENTATION
MB DockeT No. 14-90

Dear Ms. Dortch:

On March 17, 2015, Ms. Claudia James of the Podesta Group and the undersigned, both
representing the Minority Cellular Partners Coalition (“MCPC”), met with Valery Galasso of
Commissioner Rosenworcel’s office.

The parties discussed the allegations, set forth in MCPC’s letter of March 4, 2015, that
AT&T violated § 222(c)(1) of the Communications Act of 1934, as amended (“Act”), and §
1.20003 of the Commission’s Rules, when it voluntarily allowed the National Security Agency
(“NSA”) to have access to telephony and Internet metadata, and telephony and Internet content.
Also discussed was AT&T’s claim that MCPC'’s allegations are “outside the scope of the FCC’s
investigative powers.” Letter from Maureen R. Jeffreys to Marlene H. Dortch, MB Docket No.
14-90, at 2 (Mar. 11, 2015) (quoting AT&T, Inc. and BellSouth Corp., 22 FCC Red 5662, 5757
(2007)). We also discussed other of the matters set forth in the attached.

Submitted herewith are the handouts that we distributed at the meeting.

This letter is being filed electronically pursuant to § 1.1206 of the rules. Should any
questions arise with regard to this matter, please direct them to me.

Very truly yours,

/s/ Thomas Gutierrez

Tom Gutierrez

cc: Valery Galasso, Esq.



MCPC Files Comments in AT&T-DirecTV Merger highlighting AT&T’s Misconduct and CALEA
Violations as Part of AT&T’s Cooperation in NSA Surveillance Programs

e AT&T has engaged in an established pattern of misconduct and bad behavior. Taken
together, these actions should bear upon its qualifications to acquire additional FCC
licenses in the proposed acquisition of DirecTV.

* In addition to AT&T’s many violations over the years, which we do not detail here, MCPC
seeks to draw attention to AT&T's repeated violations of CALEA. Pursuant to that law,
FCC rules require communications companies to safeguard customers’ personal
information, ensuring that it is provided to authorities only in accordance with a court-
issued warrant or order.

e Both CALEA and its implementing regulations require the FCC to enforce safeguards
against the improper sharing of customer information.

e As part of this mandate, AT&T is required to file with the FCC a systems security and
integrity (SSI) plan with the commission. This document outlines internal company
policies to ensure its own compliance with CALEA. Any employee violation of an SSI
constitutes a violation of FCC rules, and carries statutory penalties.

* While requests to review AT&T’s SSI plan have been denied, AT&T’s widely
acknowledged actions in collecting and providing customer data to federal authorities
without “appropriate legal authorization” appear to be a direct violation of its SSI plan
and of CALEA itself.

e Yet the FCC has not publicly taken any action against AT&T.

e Ironically, in 1998 AT&T urged the FCC to recognize that CALEA requires providers to
receive legal authorization “before taking any action to affirmatively implement the
interception of communications or access to call-identifying information.”

e Only three years later, under the President’s Surveillance Program (PSP), AT&T
repeatedly and continually agreed to provide the government with covered information
before receiving the legal authorization required by CALEA.

« Available evidence indicates that upon receipt of NSA’s first request-for-assistance
letters, AT&T either blindly implemented them or did not review them carefully.

e Moreover, these letters clearly did not qualify as an appropriate legal authorization
under Title Ill, FISA, CALEA, the Communications Act, or FCC rules, as they could not be
considered a court order, a warrant, or a subpoena.

¢ The first appropriate legal authorization that was presented to AT&T appears to have
been the FISC’s “Pen Register/Trap & Trace” order that was issued on July 15, 2004.

e AT&T provided the government intercepted telephony and internet communications and
access to call-identifying information as part of a dragnet carried on its network for a
period of at least 33 months without appropriate legal authorization.

* As has been done with other statutes, the FCC should investigate AT&T’s complicity in
the PSP to determine whether AT&T engaged in unlawful conduct under CALEA and
whether any such violations impact the company’s qualifications to obtain DIRECTV’s
licenses.
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